YTBEPXIEHA
npukazoM MJIOV «/1/c Ne 10»
or 01.08.2018r Ne04-05/80

NHCTPYKIUA

110/1b30BaTeJIsl 10 padoTe ¢ NePCOHATBHBIMH AAHHBIMH
B I'MC «JaexkTpoHHOe 00pa3oBaHune»

I.  OBHIME ITOJIOXKEHU A

1.1. Hacrosmas HWuctpykums ompenensieT oOmue mnpaBuiaa pabOThl COTPYAHHKOB
MyHHUITUTIATBHOTO ~ JIOMIKOJILHOTO — oOpa3oBaTenbHOro  yupexkaenus «Jlerckuit  cam  NelO
KOMOMHHMPOBAHHOTO BUJIa» (Hajiee YUpeKIeHUE) C IEPCOHAIbHBIMU JIaHHBIMH.

1.2. IlepcoHasbHBIC  JaHHBIE B  JJICKTPOHHOM  BHJE  oOpabOarbiBaeTcs B
MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX. TakKe yCTaHaBIMBAETCS OCOOBIN MOPAIOK
00pabOTKM U XpaHEHUs! IEPCOHATBHBIX JaHHBIX, COAEPIKAIMXCS Ha OYMa)KHBIX HOCUTEIISIX.

1.3. [Tonp3oBarenem ABISIETCS KAXKIbIM COTPYAHMK YUpEXKACHHS, YYaCTBYIOIIMHA B
paMKax CBOMX (YHKLUHMOHAJIbHBIX OOsI3aHHOCTEH B IIpoleccax  Kak aBTOMAaTU3MPOBAHHOMN
00paboTkH, Tak W 00pabOTKM Oe3 HCIOJIB30BaHHUS CPEJICTB ABTOMATH3AIMH IEPCOHAIBHBIX
JAHHBIX, a TAK)Ke MMEIOIMH JOCTYI K allapaTHbIM CPeACTBaM, IPOrpaMMHOMY O00€CHEeueHUIO,
HOCHUTEIISIM HH(DOPMAITH U CPEACTBAM 3aIIUTHI.

1.4. Ilonw3oBarens B CBoel paboTe pyKOBOACTBYeTCs Hactosimed MHeTpykiuei,
[TpaBunamMu 00pabOTKK MEPCOHATBHBIX JAHHBIX, PYKOBOISAIIMMU U HOPMAaTUBHBIMHU JIOKyMEHTaMU
OCTIK Poccun nu ®Cb Poccun u qpyruMu JOKYMEHTaMU YUpEXKJIEHUS, PErNIaMEHTUPYIOLIUMU
00paboTKy NMEepCOHATBHBIX JaHHBIX.

1.5. Meroanyeckoe pykoBoacTBO 1o  pabore Ilosmb3oBaTenss — OCyILIeCTBISET
OTBETCTBEHHBII 32 OpraHu3alnio 00padOTKH NMEPCOHANBHBIX JaHHBIX.

Il. TEPMWHBbI U OITPEAEJIEHUA

2.1. IlepconanbHble HaHHBIE — Jr00as WHGOpPMAIUS, OTHOCAIIASCS K MPSAMO WIH
KOCBEHHO ONPENEIIEHHOMY WJIM OmpenesieMoMy (u3nueckoMy JHIY (CyOBEKTY MepCOHATBHBIX
JTAHHBIX ).

2.2. OOpaboTka TEPCOHATBHBIX JMJaHHBIX — Jr000€ JeHCTBHE (omepamnus) WIH
COBOKYITHOCTb JIEHCTBHH (omepanuii), COBEepLIaeMbIX ¢ HCIIOJIb30BaHUEM CPEJICTB aBTOMAaTH3alMU
Wi 0e3 WCIOJIb30BaHMUS TaKUX CPENCTB C TEPCOHANBHBIMU JaHHBIMH, BKIIOYas cOOp, 3aIuCh,
CHCTEMaTH3allii0, HAKOIJICHUE, XpaHEeHHe, YTOUHeHne (OOHOBJIEHUE, U3MEHEHHUE), U3BIICUEHUE,
WCIIONIh30BaHUe, Tepenady (pacmpocTpaHeHHWe, MPeAOoCTaBlICHHEe, JJOCTYM), 00€3THMYuBaHUE,
OJIOKMpOBaHKE, yIAIICHUEe, YHUYTOKEHHUE MEPCOHATBHBIX JaHHBIX.

2.3. ABToMaTu3WpoBaHHas O0pabOTKa TMEpPCOHATBHBIX HaHHBIX — o0OpaboTka
NEePCOHATBHBIX JAHHBIX C TOMOIIBIO CPEACTB BEIYUCIUTENEHON TEXHUKH.

2.4. PacnpocTtpaHeHWE TIEPCOHAIBHBIX JAaHHBIX — JCWCTBUS, HalpaBJICHHBIE Ha
pacKphITHE MEPCOHANIBHBIX TAHHBIX HEOIPEIEIEHHOMY KPYTY JIMII.

2.5. IlpenmocraBieHue TMEpCOHATBHBIX TaHHBIX — JICHCTBUS, HalpaBICHHBIE Ha

pacKphITHE MEPCOHANIBHBIX JJAHHBIX ONPE/IeTIEHHOMY JIMILY MU ONPEAeICHHOMY KPYTY JIUIL.
2.6. HWudopmammonnas cucrema nepcoHanbHbIX aaHHBIX (MCII[IH) — COBOKYIHOCTB
cojepxanmxcss B 0azax JaHHBIX MEPCOHAJIBHBIX JaHHBIX M 00ECHEUMBAIONIMX HX O00pabOTKY
MH(POPMALIMOHHBIX TEXHOJIOTUH M TEXHUYECKUX CPEJICTB.
2.7.  ABromarusupoBaHHOE pabouee mecTo (APM) — mporpaMMHO-TEXHUYECKHUIA
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2.8.  KOMIUIEKC, MOCPEACTBOM KOTOPOro [1op30BaTeNb BBITOIHSAET CBOM JOKHOCTHBIC
00s13aHHOCTH (TIEPCOHATBHBIA KOMIBIOTEP, HOYTOYK, TEPMHUHAT H T.I1.).

2.9. HecanknuonupoBanusiii goctyn (HCJl) — noctyn x mHbOpMaryy, Hapymaromnui
MpaBWiia pa3rpaHUYCHHUS JOCTyNa C HCIOJB30BAHHEM INTATHBIX CPEACTB, MPEIOCTABISIEMBIX
CpeACTBaMU BBIYMCIUTEIBHON TEXHUKH WA aBTOMATH3HPOBAHHBIMUA CHCTEMaMH.

2.10. TlocropoHHHuE NHIA — JTUIIA, KOTOPBIE HE UMEIOT MIPaBa CaAMOCTOATEIBHOTO JIOCTYIIA
B [TIOMENICHUE U (MJTM) HEe UMEIOT TpaBa caMocTosTeibHOro nocryna B UCII/IH u (vin) He UMEIoT
JOITYCKa K IEPCOHAIBHBIM JTAHHBIM.

2.11. CpenctBo 3ammThl WHPOpMAIMKU OT HecaHKIMOHUpoBaHHOTO aoctyna (C3U ot
HCJI) — nporpamMMHOe, TEXHHYECKOE WM MPOTPAMMHO-TEXHHUECKOE CPECTBO, HAIIPABICHHOE Ha
NpeJOTBPALICHHE MM CYIIECTBEHHOE 3aTPyJHCHHE HECaHKIIMOHUPOBAHHOTO JIOCTyNa K
uHpOpMaLnH.

I11. OBA3AHHOCTU I10JIb3OBATEJIA

3.1. He pasrnamarh nepcoHaJbHbIE JaHHbIE, KOTOpble OyIyT JOBEpEHbl UM CTAHYT
U3BECTHBI B XO/€ pabodero mporecca BO BPEeMs BBITOJHEHHS JOJDKHOCTHBIX (IOTOBOPHBIX)
00s513aHHOCTEH.

3.2. He coobmarp ycTHO WM MMCBMEHHO, HE TIepe/IaBaTh B KAKOM JIMOO BUJIE TPETHUM
JMIIaM M HE PacKpbIBaTh MYOJUYHO MEPCOHAIbHBIE TaHHbIE 0€3 COOTBETCTBYIOIIETO Pa3peIIeHuUs
3aBEAYIOIIETO Y UYPEKICHUEM.

3.3. 3HaTh U BBHINOJHATH TpPeOOBaHUS 3aKOHOAATENbHBIX akKTOB Poccuiickoit
Oeneparnun, HacTosmed WHCTPYKIMHM U IPYrUX BHYTPEHHHX JOKYMEHTOB, PETJIaMEHTHPYIOIINX
HOPsI0K 00pabOTKU NEPCOHANBHBIX IaHHBIX.

3.4. Bpmonaare Ha APM TonbKO T Mpoueaypsl 00padOTKHA MEPCOHATBHBIX JaHHBIX,
KOTOpbIE ONpeeIeHbl TOHKHOCTHOM HHCTPYKIIUEH.

3.5, 3Hare W coOmOIaTh YCTAaHOBJICHHBIE TpeOOBaHUS OOPAaOOTKH IEePCOHATBHBIX
JTAHHBIX, YUYeTy, XpaHEHHUIO U MepechlIke HocuTene nHpopMmaiuy, o0ecneyeHno 0e30macHOCTH
NIEPCOHAIBHBIX JIAHHBIX.

3.6. Hcnonb3oBath A XpaHEHUs MEPCOHAIBHBIX JJAHHBIX TOJBKO ONpEAEIeHHbIE MECTa
XpaHEHHS U YITEHHBIE HOCUTEIH IePCOHABHBIX JTAHHBIX.

3.7. HesamennurtenbHO, B KpaTyaillliue CpoKH, COOOIIATh 3aBEAYIOIIEMY YUpEKICHUS
00 yTpaTe WIM HeJOCTaue HOCHUTENeH HWH(GOpPMAIMH, YIOCTOBEPEHHUH, MPOITYCKOB, KIIOUEH OT
NOMEIIEHUH, XpaHUJIHIL, ceH(OB U 0 APYrux (paxkTax, KOTOpble MOT'YT MIPUBECTH K Pa3IIIaLICHUIO
NIEPCOHAIBHBIX JIAHHBIX.

3.8.  Ilpu mpexpamienun paboT (TpyIOBBIX OTHOLIEHHH) BCe MaTepUalbHble HOCUTENH,
coliepKalie TepcoHANbHBIC JaHHbIe ((JIem-HaKOMUTEIH, TUCKEeTHl, ONTHYECKHUE JIWCKH,
JIOKYMEHTbI, UYEPHOBUKHM, pAaClE€4yaTKl Ha TMpHUHTEpax, KUHO- M (oToMarepuaibl, MOJIEIH,
MPOMBINIUICHHBIE 00pa3Ilhl U TIP.), TIepeaaTh 3aBeAYIOMEMY Y UpEKICHUSI.

3.9.  CobOmonars TpeOOBaHHS TAPOIBHON TTONUTHKH (pa3zen 4).

3.10. Cobmoaarh TpeOOBaHHUS aHTUBUPYCHOM 3aIUTHI (pa3aen 5).

3.11. Tlonmwp3oBaTenu, UMeEIOINUE BBIXOJ B MIHTEpHET, 0053aHBI COONIOAATH MpaBUiIa MPU
paboTe B CeTsX CBSI3U OOIIETO MOJb30BaHUS U (MIN) CETAX MEXAYHApOAHOrO0 MHPOPMAIIMOHHOTO
obmeHa (pazzaen 6).

3.12. Tlomp3oBarenu, pabOTarOIIKME C DJICKTPOHHOH MOINUCHIO WM HCIIOJB3YIOIINE
mudpoBanue, o00s3aHbl  cobmoAarh MHCTpyKIMIO 1O  OOpallleHHI0 CO  CpeACTBaMU
KpunTorpaduueckoil 3amuTel UHGOpMaLIUHU.

3.13. DkpaH MOHHUTOpa B TOMEIICHWH pacroiaraTb BO BpeMs pabOThl TakK, YTOOBI
UCKJIIOYaIach BO3MOYKHOCTb HECAHKIMOHUPOBAaHHOI'O O3HAKOMJIEHHMs C OTOOpa’kaeMOH Ha HUX
uHpopManreil TOCTOPOHHUMH JIMIIaMH, IITOPBl HA OKOHHBIX MPOEMax JOJDKHBI OBITh 3aBEIIaHbI
(>KaJr031 3aKPBITHI).

3.14. O60 Bcex BBISBICHHBIX HapyIIEHUSX, CBA3AHHBIX C MOPSAKOM 00pabOTKH
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NEPCOHANBHBIX JaHHBIX, @ TaK >XK€ A IOJYyYeHMH KOHCYNbTallMil MO BOIpocaM 00paboTKH
NEPCOHANBHBIX JAaHHBIX, HEOOXOAMMO oOpamarbcs K OTBETCTBEHHOMY 3a OpraHH3alHIo
00pabOTKH NEPCOHANbHBIX JAHHBIX.

ITosb30BaTesIsAM 3anpeniaercs:

3.14.1. Hapymath yCTaHOBJICHHBbIE B YUPESXKJICHHM HWHCTPYKIIMU TI0 paboTe ¢
NEPCOHATBHBIX JIAHHBIX.

3.14.2. icnonp30BaTh KOMIIOHEHTHI IMPOTPAMMHOTO U amlllapaTHOTrO OOecredYeHUs
VYupexxaeHus B HeCIyKeOHBIX IeTsX.

3.14.3. OcraBmsath cBoe paboyee Mecto 0€3 MNPUCMOTpa, NPEIABAPUTEIBLHO HE
3a0JI0KMpOBaB (IITATHBIMA CPEJACTBAMHU oOIepanuoHHoi cuctembl Windows — kxomOuHarmein
kiaum [WIN] + [L] wmu [CTRL] + [ALT] + [DEL] ¢ nanpHEeMIIMM Ha)XaTUEM KHOIKHU
«byloKMpOBKa» TOSIBUBLIETOCSI MEHIO, JIMOO MpPU MOMOIIM IITATHBIX CPEACTB  3aIIUTHI
UH(pOPMAaLUU OT HECAHKIIMOHUPOBAHHOI'O I0CTYIIA [IPU UX HAINYMH).

3.14.4. OctaBniaTh 0€3 MpUCMOTpa WM HEyOpaHHBIMH B XpaHmwiumia (mkad, ceid)
HOCHUTEIU WU IOKYMEHTBI, COJIepKalllie IepCOHAIbHBIE TaHHbIE.

3.14.5. 3anuceiBaTh W XpaHHUTh IEPCOHAIBHBIC JAaHHBIE HA HEYYTEHHBIX HOCHUTEISX
uHpopMaluu (ONTUYECKUX JAUCKAX, THOKUX MAarHUTHBIX JUCKaX, (JICII-HAKOIUTENAX U T.I1.).

3.14.6. CaMOBOJIBHO M3MEHSTH COCTAaB M KOH(PHUTYpaLUIO MCIOIB3YyEeMBIX MPOTPAMMHBIX,
anmnapaTHbIX, MPOrPaMMHO-ANINAPATHBIX CPEICTB, CaMOBOJBHO YCTAHABIMBATh IPOrPaMMHOE
o0ecrieyeHne, OTKII0YATh/TIOJKITI0YaTh 000PYIOBaHUE WIIM U3MEHSTh PEKHMBI €r0 Pa0OTHI.

3.14.7. CamoBonpHO moakiatouath APM unu apyrue cpencrsa k JIBC T'AY PK « 1Ty,
u3MeHATh [P-anpec, MAC-anpec u uHble HacTpoiiku cetu APM.

3.14.8. [Ipou3BoanTh J€HCTBUSA, HAlpaBJICHHbIE Ha IOJYyYEHHE HECAaHKLMOHHPOBAHHOI'O
noctyna k APM u cepBepam, paBHO Kak U J00bIM ApyruMm yziam JIBC Vupexnenus unu
HHTEepHET, B TOM 4HCIIE:

- NeHCTBUs, HANpaBiCHHbIE Ha HApylIEHWE HOPMAIbHOIO (DYHKIMOHUPOBAHUS
AIIEMEHTOB CEeTH (KOMIBIOTEPOB, JAPYroro CcereBoro oOOpyAOBaHHSA WM IPOrPAMMHOIO
obecrieueHus);

- YCTaHOBKA  NPOTPaMMHOrO  OOEClEYeHMs,  OCYLIECTBIISIOIIEr0  IepexBar
uH(popManuu (MHQOPMaIIMOHHBIX TAKETOB), aIPECOBAHHOM IPYTUM MOJIb30BaTEIISM;

- JeCTBUS, HAINPaBJICHHbIE Ha T[OJIyY€HHE HECAaHKIMOHUPOBAHHOTO JOCTyINa K
UH(POPMALIMOHHBIM pecypcaMm, B OCIEYIOLEM UCIOIb30BAHUN TAKOTO I0CTYIIA;

- YHUUYTOXXEHUE, MOJW(UKAIMs NporpaMMHOro oOOecleueHus WIM JaHHBIX 0e3
COTJIACOBAHUS C 3aBEAYIOINUM YUpexKIeHUs WIH BIIAJeNbliaMu 3TOr0 Pecypca;

- MOMBITKM ToA00pa mapojieid K Jo0bIM HH(OPMAIMOHHBIM pecypcaM MeTOJ0M
nepebopa BceX BO3MOXKHBIX BAPUAHTOB MapoJiel, TMO0 aTak 1o CI0BapIo;

- YMBILUIEHHBIE ACWCTBHUS IO CO3JAHMIO, HCIOJIB30BAaHUIO U PACIPOCTPAHEHUIO
BPEIOHOCHBIX MPOTrpaMM, B TOM 4YHCJI€ HAlPaBJICHHBIX Ha IMOJIyY€HHE HECAHKIIMOHHPOBAHHOTO
JocTyna K J00bIM HHGOPMAIIMOHHBIM U CIIY)KEOHBIM pecypcaM (Kak BHYTpU YUpEKICHHS Tak U
BHE), JIM0OO Ha HapyIIEHUE LEJTOCTHOCTH U pabOTOCIIOCOOHOCTH 3TUX CHCTEM;

- NEHCTBUSL 1O CKAaHUPOBAHHUIO JIOKAIbHOM CETH C LEJbI0 OINpeAeNieHus: ee
BHYTPEHHEH CTPYKTYpPBI, CIHCKOB OTKPBITHIX TIOPTOB, HAIMYHS CYIICCTBYIOUINX CEPBHCOB W
YSA3BUMOCTEM.

3.14.9. CaMOBOJIPHO M3MEHSTH TAPAMETPHI CPENICTB 3aIIUTHI HHPOPMAIIUH (B TOM YHCIIE U
CPEICTB aHTMBMPYCHOW 3alMTHI), a TaKXe 3aBepliaTh UX paboTy M (MJIM) CaMOCTOSATENIBHO UX
YCTaHABIIUBATb.

3.14.10. CamMocTosATENBHO pa3pabarbIBaTh I UCIIOJIb30BaTh
HeperiaMeHTUpOoBaHHble (0e3 pa3pelleHHs] 3aBEAYIOIIEro YUpexXIeHHUs, He OTHOocAlMecs K
IPOM3BOJICTBEHHOMY TpoIleccy) MporpaMMel (Hanpumep: urpsl; IM-kiauentsl, Takue kak Google
Messenger, ICQ u T.11.; P2P-knuentsr: Kazaa, eMule u 1.11.).

3.14.11. Paspemath MocTOpOHHUM JIMIIaM paboTaTh MOJ CBOEH YUYETHOW 3aluChio B



NCIIAH.

3.14.12. IlepecpuiaTh nepcoHaIbHBIE JAHHBIE 110 KaHAJIaM CBA3U B OTKPBITOM BUJE, B
ToM uucie MHrtepHer, mo TenedoHy, ¢akcy, 3JEKTPOHHOM moute W T.N. (6€3 MCHOIb30BaHUS
cpeacTB mudpoBaHus).

3.14.13. [TomyyaTh 1OCTYNI K TEpCOHAIBHBIM JaHHBIM C paboYux MecT, He
000pyI0BaHHBIMH HEOOXOIMMBIMH CPEICTBAMU 3aIUTHI HH(OPMAIIUH.
3.14.14. CaMOBOJILHO C€O3/1aBaTh COBMECTHO HCIIOJIB3yeMbIe CETEBBIE PECYPCHI

(mamku 00IIero J0CTyma) Ha CBOMX KOMIIBIOTEpax M (aisIoOBBIX cepBepax, HECAHKIIMOHHUPOBAHHO
yIaJIATh WIK U3MEHSTh IpaBa J0CTyIa K HUM.

3.14.15. B cnyyae BO3HHKHOBEHHS JIOOBIX MEXaHWYECKHX HEHUCIIPaBHOCTEH B
000pYyIOBaHUU OCYLIECTBIATh CAMOCTOSATENbHBIE MTONBITKH UX YCTPAHEHHUS.

3.14.16. [IpensTcTBOBaTH JOJKHOCTHBIM JIMLIAM IIPU IPOBEICHUU IPOBEPOK U
CJIy’)K€OHBIX pacciieJOBaHUM, CBA3aHHBIX ¢ o0ecrieyeHrneM 06e301acCHOCTH HH(POPMALIUH.

3.14.17. VY aansaTe WM UCKaXaTh MPOTPaMMBI U (aMIIbl C IEPCOHATBHBIMHI JAaHHBIMU
U MHON BaXHOM MHQOpManueil (Hanpumep, CUCTEMHON, HEOOXO0AUMON Uil (PYHKIIMOHUPOBAHUS
UCTI/n).

3.14.18. VYMBIIUIEHHO HCIONb30BaTh HEJJOKYMEHTUPOBAHHBIE CBOMCTBA M OIIUOKU B
IpOTpaMMHOM OOECTIeUYeHUH WM B HACTPOHKAX CPEACTB 3alIMThI, KOTOPbIE MOTYT HPUBECTH K
BO3HMKHOBEHHUIO BHEIUTATHOM cuTyanuu. O6 oOHapyXeHUHM TaKOro pojia OIMIMOOK — CTaBUTh B
U3BECTHOCTb PYKOBOJUTENS CBOETO MOJPA3AEICHUs] M COTPYIHUKOB, OTBETCTBEHHBIX 3a
YCTaHOBKY U (WJIM) COMPOBOXKACHHE IIPOrPAMMHOTO 0OecredeH s (aJMUHICTPAToOp 0€30MacHOCTH
NEPCOHANBHBIX JaHHBIX B MH(POPMALMOHHBIX CHCTEMax IMEPCOHAIBHBIX TaHHBIX siBIsercs I'AY
PK «[IUT» (manee - agMuUHECTPATOp OE€30IACHOCTH)).

3.14.19. [Tonxmouates k JIBC VYupexieHus JIUYHBIE CPEICTBA BBIYUCIUTEIbHOU
TEeXHUKU: HOYTOYKH, KapMaHHbIE KOMIBIOTEPHI, CMapT(HOHBI U T.II., @ TaK e JINYHbIE HOCUTEIH U
HakonuTenu wuHpopmanuu. B ciydae HeoOXoAMMOCTHM nepeHoca HHGOpMalMu € JIUYHBIX
HocuTenell nHpopMmaly o0paaTbCs K OTBETCTBEHHBIM.

IV. ITAPOJIbHA S ITOJINTUKA

4.1. O6mue TpeGOBaHUS K MAPOJISIM:

- MunumanbHoe  TpeboBaHue:  OykBeHHO-IM(ppoBoi  maponb. JKemarenbHO
HCIIONIb30BaTh OYKBHI B BEPXHEM WM HI)KHEM pErucTpax, HUGpbl WU ClelrualbHble CUMBOJIBI
(mampumep: ~ ! @ #$ % N&* () _-+=|\?2/.,:;7 ][ {}<>.urm).

- MuHnumanbHas JUIMHA TIApoJisi: He MeHee 6 (I1eCTH) CUMBOJIOB.

- MaxkcuManbHbIi CpoK AeiicTBUs mapoiis: 90 cyTok.

- 3amnpeT UCnob30BaHMS TPEX PaHEE UCIOJIb30BABIINXCS MAPOJIEH.

— [Tapons Ilonp3oBarenss HE MOJDKEH BKIIOYATh B Ce0s JIETKO BBIYHCIISIEMBIC
COYETAaHMUsI CHUMBOJIOB, OOIIEMPUHATHIE COKpPAIIEHUS, WMEHa, (aMHInd, AOHKHOCTH, TOJ
POXKICHHs, HOMEp TMacmopra, TabenbHbI HOMep, uHyI0 uHpopmanuro o Iloms3oBarerne,
JIOCTYITHYIO IPYTUM JIHIIaM.

— 3anpeiiaercs UCIOJIb30BaTh B KaUe€CTBE MApOJsi OJUH M TOT K€ MOBTOPSIONIUICS
CUMBOJI JTHOO MOBTOPSIOIIYIOCS KOMOMHAIINIO U3 HECKOIBKUX CHMBOJIOB.

- 3anpemaercs HWCMOIb30BaTh B KAdeCTBE TMapoisi KOMOHWHAIIMIO CHMBOJIOB,
HaOMpaeMbIX B 3aKOHOMEPHOM TIOpsI/IKE Ha KiaBuatype (Hampumep: 1234567, qwerty u T.11.).

4.2. IlpaBuiia NCNoIb30BaHUS NAPOJIeii:

— XpaHuTh B TallHE CBOM TMApOJIb, HE COOOIIATH €TO APYTUM JIUIIAM.

— He nmpenocrasnars noctyn B UCIIJIH apyrum naunam mnoj CBO€d YY4ETHOM 3alKChiO
Y TIapOJIEM.

- W3MeHsATh CBOM Mapoib MNpH TEPBOM TpeOOBAaHUHM TOJUTHKU  Hapoiiei
onepanronHoi cucreMbl u/umu UCIT/IH.
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- Bo Bpemss BBoma maposneld HEOOXOJUMO HCKIIOYUTh BO3MOXHOCTH  €ro
MOJICMaTPUBAHMSI IOCTOPOHHUMU JIMIIAMU WJIM TEXHUYECKUMHU CPeJICTBaMU (BUAEOKaMephl U JIp.).

- 3anpemiaercs 3aluChbiBaTh CBOM IApOJM B OYEBMJHBIX MECTAaX, BHYTPEHHOCTH
AIIUKA CTOJNa, Ha MOHHTOpe APM, Ha 00paTHOW CTOPOHE KJIIABHATYPHI U T.]I.

- 3anperniaercs XpaHUTh TapOJIM B 3alIMCAaHHOM BHJI€ Ha OT/AEIBHBIX JIUCTAaX OyMmary.

4.3. CmeHa, yaajieHue JUYHOTo mapoJs Jroooro Ilosb3oBaresisi NMpoOU3BOAUTCS B
CJCAYIOLIUX CIAYYAAX:

- B Clly4dae MOAO03PEHMS Ha KOMIIPOMETALIMIO TTapOJIs;

- 110 OKOHYAaHHUH CPOKa JECHCTBUS;

- B Cllydae MpEeKpalleHus NOJHOMOYHMH (yBOJIbHEHHE, Tepexo] Ha YTyl padboTy
BHYTpH YupexaeHus) [lomp3oBarensi Iociae OKOHYAHUSI IOCICTHEr0 ceaHca paboThl B
MH(OPMALMOHHBIX CUCTEMAaX MEePCOHANbHBIX TaHHBIX;

— 10 YKa3aHHUIO0 OTBETCTBEHHOTI'O 32 OPraHM3alMI0 00paOOTKU NEPCOHATbHBIX TAHHBIX.

4.4. Ilpu yBOJIbHEHUH, NEPEXO/I€ HA HOBYIO JIOJKHOCTb COTPYAHHMKA, MMEIOILEro JIOCTYI
MOMHMO CBOEW y4YETHOW 3alUCH K JIPYTHM pecypcaMm (MEXKCETEBbIE SKpaHbl, MapIIPyTU3aTOPHI,
CEpBEpHI, IpyrUe yUYETHbIE 3alUCU U T.I.) TAK)KE MMPOU3BOJUTCS BHEIJIAHOBAs CMEHA Mapojed K
TaKUM pecypcam.

V. IPUMEHEHME JIMYHBIX UJEHTUOUKATOPOB B MTHO®OPMAILIMOHHO
CUCTEME ITEPCOHAJIBHBIX JJAHHBIX

5. [lpuBsizky uaeHTHUUKATOpa K TOJIH30BaTENI0 (YYETHOH 3amucH)  BBIMOJHSET
aJMHUHHUCTPATOPOM OE30MACHOCTH.

5.1. [Tonb3oBarenu UWCIIJJH mnony4aroT CBOM UACHTHPHUKATOP Y aaMUHHUCTpaTopa
0€30MacHOCTH.

5.2. ITonp3oBarens WCII[IH 00s3aH XpaHUTh CBOW JMYHBIM UAEHTH(UKATOp B
HEJOCTYIHBIX I JPYTUX COTPYAHUKOB XpaHWINIIAX.

5.3. [Tonw3oBarento MCII/IH 3anpemaeTcs nepeaaBatb CBOW JIMYHBIN HIEHTU(UKATOP.

5.4.B cnyyae yrepu JaMUHOro uJeHTH(UKaTopa, mnonb3oBarens WCII[AH nomxen
HEMEJUIEHHO JI0JI0KHUTh 00 3TOM JUPEKTOpYy 6€30MacHOCTH HH(pOpMalUU.

5.5. B cnydae mnpekpamieHus MOJTHOMOYHM ydeTHOW 3amucu mnosb3zoBarenss WCIIAn
(YBOJIBHEHHME, MEPEXOo] Ha JIpYyryro paboTy, B APYroi OTAEN WM MOMEIIEHUE, a TaKKe Ipyrue
00CTOSITENLCTBA) yUYETHAsl 3allUCh JOJDKHA OBbITh yJalieHa, a e€ WACHTU(PUKATOp AOKEH OBITh
CIaH aJMHUHUCTpaTopy Oe30macHOCTH wuH(pOpManuK/3aBeaAyoIeMy YUpeKACHHS IOCIe
OKOHYaHMS TIOCIIETHETrO ceaHca paboThl naHHoro nojibk3oBarens B UCIH.

5.6. B ciywyae kommpomeTanmuu HJIM yTEpU JIMYHOTO HICHTU(UKATOpa IOJIb30BaTeNs
aJIMHUHHUCTPATOP OE30MACHOCTH JIOJKEH OBITh HEMEUIEHHO MPEANPUHSITHI MEPHI B COOTBETCTBUH C
. 5.7 Hactosedt HCTpyKImm.

5.7. Komuccuss COBMECTHO € aIMHUHHCTPATOpOM Oe30macHOCTH WHOOPMAIUU TOJDKHA
IPOBECTHU CITY)XKeOHOE paccieloOBaHKe Ul BBISICHEHUS IPUYMH KOMIIPOMETAIUU UACHTU(HUKATOpA
C 1enpl0 BbIPAOOTKM HOBBIX WM COBEPIICHCTBOBAHMS TMPHUHATBIX TEXHUYECKUX U
OpPraHU3allMOHHBIX Mep IO YCTPaHEHHUIO TaKOW Yrpo3bl B OyAylleM, a TakXe BBIICHEHHUIO
BEITMYMHBI yIiep0a, KOTOPHIN MOKET OBITh HAHECEH COOCTBEHHUKY MH(POPMAIIMOHHBIX PECYPCOB.

VI. AHTUBUPYCHAA 3AILIUTA

6.1.B cimyuae OTCYTCTBMS  IITaTHBIX  (YHKIMA  AHTHUBUPYCHOH  IPOTPaMMBI,
IpelycCMaTPUBAIOLINX aBTOMAaTHYECKYI0 IPOBepKy ¢aitnos, [lonbp3zoBaTens 00513aH OCYHIECTBIATD
IPOBEPKY (PaifyIoB MOTyYaeMBbIX:

— TI0 DJICKTPOHHOM IOYTE;
— uepe3 ceTb MHTEpHET;
— Ha MarHUTHOM, ONITHYECKOM JHCKe, (IIelI—HAKOIHUTEINE;



— WHOM ChEMHOM HOCHUTeIe HH(OPMAIIHH;
— TIOJYYCHHBIC UHBIM CIIOCOOOM.

6.2. Ilepen OTKpBITHEM BIIOKEHHS (CCBUIOK) YOEIUTHCS B TOM, 4YTO OTIPABUTEIb
JEMCTBUTENILHO TOCTA BaM 3TOT (aiis, gaxe eciau OH W JO0JDKEH ObuT 3TO caenathb. [lo3BonuTe
emy camu. He noBepsiiiTe MMEHW OTHpaBHTENS M YKa3aHHBIM B TEKCTE NHCbMa HOMEpam
Tesne()OHOB, a TAKXKE JIMLAM, TIO3BOHUBIIMM BaM CaMOCTOSATENBHO C MPOCHOOH OTKPBITH (hailiibl U
NPOMTH IO CCHUIKAM.

6.3. [Tos1b30BaTETIO 3aNIPeNIAeTC:

6.3.1. OcymiecTBisITh  JEHCTBHS, HANpaBICHHbIC Ha BBIKJIIOYEHUE AaHTUBUPYCHOMN
POTPaMMBI.

6.3.2. CamocrosaTensHO ycTaHaBiuBaTh Ha APM mporpammHoe obecrieueHue.

6.3.3. 3amyckarb (hailiibl, MOJIydEeHHBIC 1T0 CETSIM CBs3H (DJIEKTPOHHOM moure, MHTEepHeT),
CO CBEMHBIX HOCHUTENCH, JaXe ecld OHM I[IOJIyueHbl IPOBEPEHHOTO ajapecara, 0e3
IIPEABAPUTEIILHON UX IPOBEPKH AaHTUBUPYCHON IIPOrPAMMOM.

6.3.4.[Ipy BO3HMKHOBEHHHM TIOJIO3PEHUS HA HAIMYME KOMIIBIOTEPHOTO BHpYca
(HeTunuYHAsE paboTa MpOorpaMM, MOSBICHHE TpadUUeCKHX W 3BYKOBBIX 3()(EKTOB, HMCKaKCHUN
JAHHBIX, TporagaHue (HaiyioB, YacToe MOSBJICHHUE COOOMICHHH O CHCTEMHBIX OIIMOKAX W T.II.)
[Tonp30BaTeNnb CAMOCTOSTENFHO MM BMECTE C OTBETCTBEHHBIM JIOJDKEH IPOBECTH BHEOUEPEIHOM
AHTHBHUPYCHBIA KOHTPOJIb CBOETO PA0OYEro MecTa.

6.3.5. B cnyuae oOHapyeHHsI TpW IMPOBEACHWM AHTHBHPYCHOW IPOBEPKH BHUPYCHOTO
3apaxeHust [lop30BaTeny 00s3aHbI:

- IIPUOCTAaHOBUTH paboTYy;

- HEMEJUICHHO TIIOCTaBUTh B M3BECTHOCTh O (hakTe OOHAPYKEHUS BUPYCHOTO
3apakeHUs] OTBETCTBEHHOMY;

- COBMECTHO C BIAJENbIIEM 3apaKEHHBIX BUPYCOM (DalIOB TPOBECTH aHAIH3
HEOOXOIMMOCTH JTATBHEHIIIEr0 X MCIIOIb30BaHMS,

— MIPOBECTH JICUCHUE UM YHUUTOXKEHHE 3apaKeHHBIX (ailioB.

VILIIOPAAOK PABOTHI B UCIIJIH 1 CETU UHTEPHET

7.1.MToankarwyenue k UCII/In u cetu UntepHer:

7.1.1.1lensto pabotel Ilomb3oBatenss B WMCII[Jn u cetrm WurepHer sBusercs cOop,
00paboTKa, XpaHEHHE MEPCOHATBHBIX IAHHBIX, OOMEH 3JE€KTPOHHBIMH COOOIICHUSMHU B
CITYKEOHBIX TEIX.

7.1.2. Joctyn k UCI11n u cetu UnTepHeT npenocrasnsercs [lonb30BaTensM TOIBKO B TOM
cllydae, €clid 3TO He MPOTUBOPEUUT TpeOoBaHMSAM Hacrosmed MHCTpyKIuu ¥ HHBIMU
HOPMAaTHUBHBIMU JOKYMEHTaMH B 00J1aCTH 3aIIUTHl HHPOPMALIUH.

7.1.3.Joctyn momnb3oBatenss k WCIJa pans  oOpaOOTKM TMEpCOHATBHBIX JIaHHBIX
MPOU3BOJIUTCS TOJIBKO C pabOYMX MECT, Ha KOTOPBIX YCTAHOBJIEHBI CpPEACTBA 3aIIUTHI
nH(pOpMaLHU.

7.1.4.0cHoBaHueM [uid NOAKIIOUEHHsT coTpyaHuka Yupexaenus k WCIAa u certu
WnTepHer sBiseTcs MOTHBUpPOBAaHHAs 3asBKa OTBETCTBEHHOMY 3a OpraHM3allio
00pabOTKM MEPCOHANBHBIX JAaHHBIX OT HEMOCPEIACTBEHHOro pykoBoauTens lloabp3oBarens
C YKa3aHHeM ITOJIHOMOYHUH JI0CTyIa K TAaKUM PeCypcaM U CEpBHUCaM.

7.2.0TBeTCTBEHHBI 3a OpraHM3alui0 OOpabOTKM NEPCOHANBHBIX JaHHBIX, JHOO
COTPYIHUK, BBIMOJHAIOMUN ero GpyHkuuu, opranusyer nogkiatodenue Kk UCIIIn wiu cetn
WNurepuer Ilonb3oBareneil B YCTAaHOBJIEHHOM MOPSIIKE, OCYHIECTBIIAET KOHTPOJIb HAJ
HCIIOJIb30BAHNEM JAHHBIX PECYPCOB U CEPBHCOB.

7.2.1.1locne BeImoNHEeHUs 3amaHusi OTBETCTBEHHBIH 3a OpraHU3AMIO 00pabOTKH
NEPCOHAIBHBIX JAHHBIX COOOIAET M0JIb30BATENIO BBIIIOJHEHUH 3asBKH.

7.2.2.0cHoBanueM misi oTkitoueHus moib3oBatens ot MWCII[a u ceru HuTepHer



SBJISIIOTCS CIIEIYIOIIUE COOBITHS:

— HapylIeHHEe HWHCTPYKIUH U WHBIX JIOKAIBHBIX HOPMATHBHBIX aKTOB B 00JacTu

3alIUThl HH(GOPMAIMK YUpEKACHNUS,

- yBosbHeHue [lonb3oBarens, MO0 nepeBo ero B Apyroe noapaszeicHue.

7.3. Tlopsinok pa6orbl B ceTu UHTEepHeT

7.3.1. Hcnonp3oBaHuWe COTpYyOHHKAMH  YUpPeKICHUS ceTh VIHTEpHET  JOJDKHO
OCYILECTBIIATHCS UCKIIIOUUTENBHO JUISI BBITIOJHEHUS TOJDKHOCTHBIX 00513aHHOCTEH.

7.3.2. Undopmarusi, oOpa3oBanHas (oOpasyromiasicsi) B  Ipolecce  TPYIOBOM
NESITeIbHOCTH PA0OTHUKA YUPEKICHUS ABISETCS COOCTBEHHOCTHIO YUPEXKJICHHS U HE MOMJIEKUT
UCIIOJIb30BaHUIO (B TOM YHUCIJIE MHCIIOJIB30BaHUIO B ceTU VIHTEpHET WM C NOMOIIbIO CETH
WHTepHET) B JIMYHBIX LEIAX U (MJIM) B KOPBICTHBIX HHTEPECax JAPYTUX JIMI] (OpraHu3aIum).

7.3.3. Ilpu mpoBeaeHUH TEXHHUYECKHX Pa0OT, CBSI3aHHBIX C HACTPOHKON 000pYyHOBaHHS
(KOMMYHUKAIlMOHHOE 00Opy/Z0BaHHE, IMPOKCU-CEpBEpa, MapLIPyTH3aToOpbl M T.I.); B cilydae
OOHapyXeHHsl IONBITOK HECAHKIIMOHMPOBAHHOTO Joctyna K HMHrepHer-uuiozy, APM
[Tonp3oBartenel MOXKET MPOBOAUTHCS BpeMeHHOE oTKiItoueHue Iloibp3oBarenei OT cepBUCOB ceTH
WUnrtepuer (B ciayuyae IutaHoBOro otkitoueHuss [lomb3oBarenu yBenomuisiloTcss 00 3TOM
3a0J1arOBPEMEHHO).

7.3.4. Bes wuHOpMamus o pecypcax, IOCEIIAEMBIX COTPYIHUKAMHU YUpexKICHHUs,
OPOTOKOJIUPYETCSd U, MNP HEOOXOAMMOCTH, MOXKET OBITh NPEAOCTaBICHA PYKOBOJUTEISAM
NOJpa3/ielIeHnH, a TaK K€ PYKOBOJCTBY YUpPEXJEHUS [UIsl AETaJbHOTO H3YyYEHUS U NPUHATHS
peLIeHHs 0 Mepax JUCLUIIIMHAPHON OTBETCTBEHHOCTH.

7.3.5. Ilpu pabore B cetu Mutepuet Ilonp3oBarensm 3anmpeniaercs:

- YMBIIUIEHHOE PACIpOCTPAaHEHUE U IMOJy4Ye€HHEe MaTepuanoB B/u3 cetu MHTepHerT,
IPOTHBOpEUAIIUX 3aKOHOAATeNbCcTBY Poccuiickoit ®enepauuu, B TOM YHUCIE MaTepUAlIOB,
MpONaraHIupyoOUMX HACWINE WK SKCTPEMU3M; Pa3KUTaIOUIMX PACOBYIO, HAIMOHAJIBHYIO WIIU
PETUTHO3HYIO BPAXKAY; Pa3bsCHIIOMUX MOPSA0K U3TOTOBICHUS W/WIM MPUMEHEHUS] HApPKOTUKOB,
B3pbIBUYATHIX BEIIECTB, OPYXHUS U T. II.; MaTepuaJoB MMOPHOrpaUUYECcCKOro XapakrTepa;
KOMIIBIOTEPHBIX BUPYCOB U APYTUX BPEIOHOCHBIX IIPOTPaMM;

- nepenaBatb B ceTb VHTepHET MHQOpManMio, K KOTOpPOH B COOTBETCTBUU C
3aKOHOJATEILCTBOM OTPaHMUYEH JIOCTYN (II€pCOHANbHbIE JTaHHBIE, Ciy)keOHas MH@opmalus) Oe3
COOTBETCTBYIOILETO Pa3peILICHNUs;

- dbanscudumuposars [P-anpec, MAC-ampec, uHBIE ajapeca, HUCIOJb3yeMble B
CeTEeBbIX IPOTOKOJNAX, a TaKXKe Npouyl HMH(poOpManuio Opu mepefaye AAHHBIX 4Yepe3 CeTb
WHTepHerT.

- MIPEJOCTAaBIATE JOCTYH B ceTh MIHTEepHET co cBoell paboyel cTaHIMK KOMY-IH00, B
TOM YHCJIE MPOTPAMMHO-TEXHHUECKUMH CHOco0aMH 4Yepe3 JIOKAJIbHYIO BBIYUCIMTEIBHYIO CETh
Vupexnaenus (Hampumep: MyTeM HECAHKIIMOHHPOBAHHON YCTAHOBKU JIOKalibHOTO WHTepHeT-
ILTI03a Ha pabouee MeCTo);

- MOJIy4aTh AOCTYI K ceTu MHTepHeT no0bIMU crioco0aMu, HE MPeayCMOTPEHHBIMU
NEHCTBYIOIMMHU JIOKAJIbHBIMU JokyMeHTamu (Muctpykuusmu, IlpaBunamu, Pernamentamu
YupexaeHus);

- OCYILIECTBIISITh HECAHKIMOHMPOBAHHBIA JOCTYNl K pecypcaM M CepBHUCaM CETH
WHTepHerT.

- BBINOJIHATE AeUcTBUSA (B3710M, DoS (oTka3 B o6cnyxxuBanun), ARP-spoofing ataxw,
CKaHMPOBAHME  JIOKAJIbHOM  BBIYMCIUTEIBHOM  CETH) HANpaBICHHbIE HA  HapyLICHHE
(GYHKIIMOHUPOBAHUSI 3JIEMEHTOB ceTu VHTepHeT (KOMMYHHUKAIIMOHHOTO 000pYy10BaHUSs, CEPBEPOB,
pabouyux CTaHLUH, IPOrPAMMHOTO 00ECIICUEeHUS).

7.4. IIpaBuna padors! I[losb30BaTesieii ¢ 3J1eKTPOHHOI MOYTOH:

7.4.1. Tlonmp3oBaTenu OO0s3aHBl HCIOJB30BATh 3JNEKTPOHHYIO IOYTY TOJIBKO JUIS
BBITIOJTHEHHS CITY>)KEOHBIX 00sS3aHHOCTEH.
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7.4.2. 3ampemnraercss OTHOPaBISITH (aiyibl, COJEp)Kalue TEPCOHATbHBIE JaHHBIC B
OTKPBITOM BHJIE (HE 3aU(POBAHHEIC).

7.4.3. 3ampeniaercsi MaccoBasi pacchliKa MOYTOBBIX coobmeHuit (6osee 100) BHEmIHHM
azpecaram 0e3 COIIaCOBaHUS C PyKOBOJCTBOM (crama).

7.4.4. 3ampemiaeTcs UCMOJIb30BAaTh HE CBOM OOPATHBINM aJpec MpH OTIPaBKE JIEKTPOHHOM
MIOYTHI.

7.4.5. 3ampeniaercsi OTIPABIATH MO JICKTPOHHOH MOYTE MCMOIHsAEeMbIe (ailsibl (0OOBIYHO
UMCIOT pacIIMpeHus exe, com, bat, jS, VDS u T.1.). B ciydae He0OXOAMMOCTH OTHPAaBKH TaKHX
¢aitnos, noMenaTh UX B QpXUB U YCTAHOBUTD MAPOJIb.

7.4.6. llpucoenuHsemble (ailibl peKOMEHIYETCSl yIaKOBBIBATH B apXWB IMPU ITOMOIIH
POrpaMM-apXUBaTOPOB.

7.4.7. KopropaTuBHblE peKOMEHAALNN UCII0JIb30BaHUS JIEKTPOHHOMN MOYTHI:

— BbI 10JKHBI OKa3bIBaTh TO KE YBAXKEHHE, YTO U IIPU YCTHOM OOIICHHUU.

— Bbl 107KHBI MPOBEPATH MPaBONMMCAHUE, TPAMMATHKY W ABAXKIbl MEPEUUTHIBATH
CBOE COOOIICHHE Mepe]l OTIPABICHUEM.

- BbI HEe TOMKHBI y4acTBOBaTh B PACCHUIKE MOCIAHHUN, NEPECHUIAEMBIX IO IIETIOYKE
(gare BCero 3TO MUChMa PEITMTHO3HO-MUCTHYECKOTO, PA3BIIEKATEIIEHOTO COJICPKAHMNS).

— Bbl HEe AOMKHBI MO COOCTBEHHOW WHUIMATHBE MEPEChUIaTh MO MPOU3BOJILHBIM
azpecaM He3aTpeOOBaHHYIO0 HHPOPMALIHIO.

— Bbl He nomKHBI pacchliaThb COOOIIEHUS, KOTOPBIC SIBISIOTCS 3JIOBPEIHBIMU,
pa3apa)karolIMMH WU COACPKAIIUMHU YTPO3bl APYTUM MOJIB30BATEIISIM.

- Bbl HE [OMKHBI OTHNPABIATH HHUKAKAX COOOIICHWHA IMPOTHBO3aKOHHOTO WU
HEITUYHOTO CO/ICPIKAHUSL.

— Bbl TOMKHBI TIOMHHUTB, YTO OJJIEKTPOHHOE TIOCTIAHHE SIBISETCS OSKBUBAICHTOM
MOYTOBOM OTKPBITKUA U HE JOHKHO UCIOIB30BATHCS IS MEPECHUIKU MEePCOHANBHBIX JTaHHBIX 0e3
WCIIOJIH30BaHUS CPEACTB 3alUTHI (ndpoBaHue).

— Bbl He MOMKHBI HCTONB30BAaTh MIMPOKOBENIATENIbHBIE BOZMOXKHOCTH JIEKTPOHHOM
MOYTHI 32 UCKITFOUEHUEM BBITYCKA YMECTHBIX OOBSIBICHUN.

- Bbl HE MJOKHBI HCIIOJIB30BAaTh KOPIIOPATHBHYIO JJIEKTPOHHYIO TIOUTY IS
MOCJIAaHUM JINYHOTO XapakTepa.

— Bbl 10OJDKHBI HEYKOCHUTENBHO COOMIOAATh MpaBWiIa U MHCTPYKIIMH W TIOMOTaTh
PYKOBOJACTBY YUpexkaeHUs O0POThCS ¢ HAPYIIUTEIIMHU MPaBUJL.

VIILIIOPALOK PABOTBI CO CbEMHBIMUN HOCUTEJISIMU UHOOPMALINN

8.1. ITox ucnonbs3zoBanueM Hocurene uHpopmanuu B UCII/IH YupexaeHus: moHUMaeTcs
ux noakmouenne k wuHopactpykrype WCII[IH ¢ wnenpio 00paboTku, mpuemMa/mepenadu
UHpOpPMAaLIUU MEXAY MH()OPMAITMOHHBIMU CUCTEMAMU M HOCUTEISIMU HHPOPMALIUH.

8.2. JlonmyckaeTcsi UCHOIb30BAaHUE TOJBKO YYTEHHBIX HOCHTENEeH WH(pOpMAInU, KOTOpPHIC
SBIISIIOTCSI COOCTBEHHOCTBIO Y UPEXKJICHHSI U TIOJIBEPIaloTCsl PEryIIpHON PEBU3UU M KOHTPOJTIO.

8.3. Yuer w® BBJIaYy CBEMHBIX HOCHUTENEeW WHOOPMANHMK OCYIIECTBISET JIMIIO,
OTBETCTBEHHOE 3a OpraHu3alMi0 0OpabOTKU MEepPCOHANBHBIX AAHHBIX. PakT BbIIAYM HOCUTENS
bukcupyercs B )KypHalle yueTa MallMHHBIX HOCUTENeH HH(OpMAaLIUK.

8.4.Ecim  poctyn x  MWCII[IlH npous3BOIUTCS MNpH  TOMOIIM  MEPCOHATBHBIX
unentudukaropo (eToken, Rutoken, nap.), To dakT mMOMyYeHHS U CHAYM JTAHHBIX
UICHTU(PHUKATOPOB 00s3aTeIbHO (PUKCUPYETCSI OTBETCTBEHHBIM 3a OpraHU3alio 00paboTKH
MEPCOHAIBHBIX JJAaHHBIX, B COOTBETCTBYIOIIMX KYpHAaJIaX.

8.5. BOo3MOXHOCTh MOAKIIIOYEHNS HOCUTENeH HH(OPMAINH, a TAKXKE TMOIyuYeHHE YUTCHHBIX
HocuTenell uMHpopMmanuu npenocTasistoTcss [losnb3oBaTensiM MO HMHULMATUBE PYKOBOAUTENIEH
CTPYKTYPHBIX IIOJIpa3AeICeHUI B CIIydasx:
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- HE0OXOIMMOCTH BBINIOJIHEHUSI BHOBb IPUHATHIM PAOOTHUKOM CBOUX JOJIKHOCTHBIX
0053aHHOCTEN;

- BO3HUKHOBeHUs y Iloip30Barens ciryxe0HONH HEOOXOIUMOCTH.

8.6. IIpu ncmonp30BaHUK HOCUTENEH HHPOPMAITH HEOOXO0IUMO:

- UCIOJIb30BaTh HOCUTENIW HH(POPMAIMH UCKIIOYUTEIBHO JI BBIMOJIHEHUS CBOMX
CITY)KEOHBIX 005I3aHHOCTEH;

- Oepe’KHO OTHOCHUTCSI K HOCHTEJSIM MEPCOHATBHBIX JAHHBIX.

- obecrieunBath (PU3MUECKYI0 0€30MacHOCTh HOCUTENCH HHGPOPMAIUU BCEMU
pa3yMHBIMU CTIOCO0aMU;

- M3BEUIaTh OTBETCTBEHHOMY 3a OPTaHM3aLNI0 00paOOTKU MEPCOHAIBHBIX JTAHHBIX O
¢axTax yTpatsl (Kpaxu) HocuTelel nH(OpMAaIIHH.

8.7. Ilpu ucnonbp30BaHUHM HOCUTENEH EPCOHANIBHBIX JaHHBIX 3alpeleHO:

- WCIIOJIH30BATh HOCUTEIH MEPCOHATBHBIX JAHHBIX B JINYHBIX I[EJISX;

- nepeaaBaTh HOCUTENN TMEPCOHAIBHBIX JaHHBIX JIPYTUM JIMIAM (32 UCKIIOUYEHHEM
aJIMUHUCTpATOpa 0€30MaCHOCTH);

— XpaHUTh ChEMHBbIE HOCHTEIH C MEPCOHAIbHBIMU JIaHHBIMM Ha pabdO4YuX CTOJax,
1100 OCTaBJIATH X 0€3 MPUCMOTpa WK NIepeaBaTh Ha XpaHEHUE APYTUM JIUIIAM;

- BBIHOCHTH CBEMHBIE HOCHUTEIH C TEPCOHAIBHBIMH JIAHHBIMH M3 CIIy)KEOHBIX
MOMEIEHUH 7151 pabOThl C HUMU Ha IOMY H T. 1.

8.8. JIroboe B3aUMOo/IeiicTBHE (obpaboTka, npuem/nepeaaya uHpOpMAaLINN)
uHuuupoBanHoe [lonp3oBaTenneM Mexay HWHMOPMALMOHHOW CHUCTEMOW U HEYYTEHHBIMHU
(IMYHBIMU) HOCHUTENSIMU HMH(QOpPMAIMHM, pacCMaTpUBAEeTCs KaK HECAHKIIMOHUPOBAHHOE (3a
UCKIIIOYCHHEM  CJIy4aeB OFOBOPEHHBIX C  aJIMHUHUCTPATOpoM 0O€30MmacHOCTH  3apaHee).
OTBeTCTBEHHBIN 32 OpPraHU3AIMI0 00PAaOOTKH MEPCOHANBHBIX JaHHBIX C MPHUBICYEHUEM ITOMOIIN
(ecmu Heobxoaumo) cotpyaHukoB 'AY PK «IUT» Ha ocHoBanuu CornamieHusi OCTaBIsIET 3a
co0oii TpaBo OJOKUPOBATH WIIM OTPAHUYMBATH MCIIOJIB30BaHUE HOCUTENEH HH(OPMAITUH.

8.9. Undpopmanuss 06 wucnoinp3zoBanuu Ilonb3oBaTensmMu Hocutened HHGopManuu B
WHPOPMALIMOHHBIX CHCTEMax TPOTOKOIUPYETCS ¥, TpU HEOOXOJUMOCTH, MOXKET OBITh
NPEJOCTaBlIeHa PYKOBOJWUTENSAM CTPYKTYPHBIX —TIOJpAa3[eNieHH, a TakkKe 3aBeAyIoIIeMy
YupexneHus.

8.10. B cimyuae BbIsiBIeHUS (DAKTOB HECAHKIMOHMPOBAHHOTO W/WJIM  HEIEJIEBOTO
UCMOJIb30BaHUU HOCHUTENEeH HH()OpPMALMU HMHULMHMPYETCs ciayxkeOHas NpoBEpKa, MPOBOAUMAs
KOMHCCHEH, COCTaB KOTOPOHW OmpeaessieTcss OTBETCTBEHHBIM 3a OpraHU3alI0 00pabOTKH
NepCOHaNbHBIX JAaHHBIX. [lo  (akTy BBIICHEHHBIX OOCTOSTENBCTB  COCTABISIETCA  aKT
paccienoBaHMs HWHIUACHTA W TIEPEAaeTCs] PYKOBOIUTENIO CTPYKTYPHOTO MOIpPA3/EICHUs IS
NPUHITUS MEp COTJIACHO JIOKAIBHBIM HOPMATHUBHBIM aKTaM YUpeXKICHUS H JeHCTBYIOIIEMY
3aKOHOJIaTeNbCTBY PO.

8.11. Ilpu ormpaBke WM Tepelade IMEPCOHATBHBIX IaHHBIX ajJpecaTaM Ha ChEMHBIE
HOCHUTEITN 3aIMCHIBAIOTCS TOJIBKO MPeIHa3HAUYCHHBIE ajpecaTaM JTaHHBIC.

8.12. BolHOC CBEMHBIX HOCUTENEH MepCOHANBHBIX JaHHBIX JUIsI HENOCPEICTBEHHOM
nepefayn  aapecary OCYIIECTBISCTCS TOJNBKO C THChMEHHOTO pa3pelieHUs] PyKOBOAUTEIS
CTPYKTYPHOTO IOJIpa3/IeIeHHUS.

8.13. CbeMHBICE HOCHTENHM TEPCOHAIBHBIX TaHHBIX, MPHUIIEANINE B HETOTHOCTh, WIH
OTCIIY)KUBILIME YCTAaHOBJCHHBIM CpOK, TOJJIEKAT YHUUYTONKEHHUIO. YHHUUTOKEHHE ChEMHBIX
HOCUTEJIEM C TEPCOHAJIbHBIMU JAHHBIMH OCYIIECTBIACTCS KOMHCCHUEH, COCTaB KOTOPOM
OTpeNieNsIeTcsl OTBETCTBEHHBIM 32 OpraHu3aluio oOpabOTKM MepCOHATbHBIX JaHHBIX. Ilo
pe3ysibTaTaM YHUUTOKEHHUS] HOCUTENEH COCTaBISETCS aKT.

8.14.B cnyuae YyBOJBbHEHHS WIM TepeBoja pabOTHHKA B JAPYroe CTPYKTYypHOE
nojipa3zielieHue, MpeJoCTaBICHHbIE HOCUTEIN MEePCOHANBHBIX NaHHBIX H3BIMAIOTCS M JIEJAr0TCs
COOTBETCTBYIOIIME TIOMETKH B )KYpHAJIe y4yeTa MAallIMHHBIX HOCUTEJICH.
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IX.ITPABA ITOJIb3OBATEJIA

9.1. Ucnonb3oats UCII/IH YupexxaeHus aJis BHITTOJHEHHS JOHKHOCTHBIX 00sS3aHHOCTEH.

9.2. Ob6pamaTbcs K OTBETCTBEHHOMY 32 OPraHMU3alUI0 00pa0OTKU MEPCOHATBHBIX JaHHBIX
JUIsL KOHCYJbTALUN 10 MOBOJIy MCIOJIb30BaHUS MporpaMMHoro obdecneuenus 1 APM, Bompocam
00pabOTKH EPCOHABHBIX JAHHBIX.

9.3. HampaBnsiTh  mpeUIOKEHUS 10 YCTAHOBKE HOBBIX BEPCHUH  CYIECTBYIOIIETO
IporpaMMHOro olecriedeHus (¢ O0OOCHOBaHMEM HEOOXOIMMOCTH 3aMEHBI CTapbIX BEpCH Ha
HOBBIC).

9.5. HampaBnate NOpEUIOKEHHsI IO YCTaHOBKE HOBOTO (@ TaKKe JOMOJIHUTEIBHOTO)
IporpaMMHOro obecreueHus: (C yKa3aHMEeM LEeId HCIONb30BaHUs, IPEUMYIIECTB Iepes
CYILIECTBYIOIIMMH aHAJIOTaMHu ).

9.6. HampaBnsite npeioxenust mo moaepuuzaimu APM (3aMeHbl Ha HOBBIE aHAJIOTH), C
00s13aTeIbHBIM 00OCHOBaHMEM 3aMEHBl W YKa3aHHEM MPEUMYIIECTB Mepel] CYHIECTBYIOIIUMHU
AHAJIOTAMHU.

9.7. llomy4aTh KOHCYJAbTAIlMM W PAa3bsICHCHUS 110 HOPMATHUBHBIM JOKYMEHTaM,
perJaMeHTHPYIOIUM paboTy ¢ IePCOHATBHBIMY TAHHBIMU B Y UPEkKACHUU.

X. OTBETCTBEHHOCTbD

10. [Tonp30BaTenh HECET MEPCOHATBHYIO OTBETCTBEHHOCTh 3a CBOM JCWCTBUS HIIU
Oe3zeiicTBIE, KOTOPble MOTYT IOBJIEYb 3a OO0 pa3riamieHue NepcoHATbHBIX JAHHbBIX, a TaKKe
3a HapyuieHne HopManbHOro ¢yHkunoHnupoBanusi MCIIJIH miam MX OTAEIBHBIX KOMITOHEHTOB,
HECAHKIIMOHMPOBAHHBIA JOCTYH K HHGOpPMAlMd B COOTBETCTBUE C 3aKOHOAATEIbCTBOM
Poccniickoit denepanuu 1 JTOKAIBHBIMA HOPMAaTUBHBIMU aKTaMH Y UPEXKACHUS.



JIuct o3nakomienus ¢ «MHCTpyKIMel monb3oBarens o paboTe ¢ mepcoHaTbHBIMU
JAHHBIMI

No

/i dHUO JIOJDKHOCTB Iloanuce, nata
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